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To keep your vital data in multiple versions going 
back far enough in time to enable recovery from 
disaster.

What is backup?



  

Types of backup

* Full – Backup the complete data set
* Incremental – Backup only changes since last 
backup

→ Periodic backup
* Daily – Hold for the short term
* Weekly – Hold for the medium term
* Monthly – Hold for the long term



  

dd
●The lowest level type of backup
●Bit-for-bit copy
●For example:

dd if=/dev/ad0s1a of=/backup/slash

●Exact copy, but not efficient
● if you only use 100 MB on a 1 GB partition, you still 

end up with a backup of 1 GB
● compression helps, but you still spend time copying 

unused space
● Best for doing system recovery



  

dump

●The traditional UNIX® backup programs
● dump and restore.
● Works at inode level
● Takes backups of entire filesystems, but only the 

used space
● It is unable to backup only part of a file system

●It does not backup across mount points (directory tree 
that spans more than one file system)

●Note: If you use dump on your / partition, you would not 
back up /home, /usr or or any other mounted FS.  You 
must explicitly run dump for each FS.



  

Remote dump

●It is possible to run dump over ssh for a 
secure transport:

# /sbin/dump -0uan -f - /usr 
   | gzip -2 | ssh 
targetuser@targetmachine.example.com 
dd of=/backups/dump-usr.gz



  

tar

●tar(1) (Tape Archive)  dates back to Version 6 of AT&T 
UNIX (circa 1975). tar operates in cooperation with the 
file system; tar writes files and directories to tape or to a 
file.

●Just like with dump, one can use ssh to backup across 
the network:

# tar -cfz - / 
  | (ssh remote;
     cat >/backups/backup-0425.tgz)



  

Sample Backup using Shell Scripts 
and Tar backup function

#!/bin/bash
########################################
###
#
#Backup to NFS mount script
#
########################################
###
#What to Backup
backup_files="/home /var/spool/mail /etc /root "
#Where to backup to
dest="/mnt/backup"
#Create archive filename



  

day=$(date+%A)
hostname=$(hostname -s)
archive_file="$hostname-$day.tgz"
#print start status message
echo "Backing up $backup_files to $dest 
$archive_file"
date
echo
#Backup the files using tar.
tar czf $dest/$archive_file $backup_files
#print end status message
echo
echo "Backup finished"
date
#Long listing of files in $dest to check file sizes
ls -lh $dest



  

Tar backup option switches 
Explained

●Let's take a backup of /etc where most 
configuration files reside, and place it in 
/home/backups
# mkdir /home/backups
# tar -cvf /home/backups/etc.tar /etc

●Note: The -c option to tar tells it to create an 
archive, -v specifies verbose output and -f 
specifies the file to be either written to or read 
from



  

Automating with cron
Backup can be placed inside a cron to schedule 
the execution of the backup scripts

Example is as below:

To enter  a cron job editor ---> crontab -e

To run the backup script every day of every month 
of every year, at midnight, do as below

#m h dom mon dow command
0 0 * * * bash /usr/local/bin/backup.sh



  

Restoring Backup
First of all before extracting the backup contents, 
you can test the integrity of an archive with 
following commands as below

I) To list the contents of the archive, run
Tar -tzvf /mnt/backup/host-Monday.tgz

II) To extract a file from the archive
   Tar -xzvf /mnt/backup/host-Monday.tgz -C /tmp 
etc/hosts

III) To extract the full contents of the archive, run
   Tar -xzvf /mnt/backup/host-Monday.tgz 



  

rsync

●Another very powerful tool is rsync
http://samba.anu.edu.au/rsync/

●Rsync is very efficient: it only transfers files that 
have changed, and for those files, only the parts 
of the files that have changed

● This is very efficient for large trees with many 
files, some of them large

●Great for replicating a server off-site, or for doing 
quick backups for a migration.

http://samba.anu.edu.au/rsync/


  

Rsync - continued

●Combined with the --link-dest option, it allows to 
do snapshot-like backups.
●--link-dest takes the newest backup, and makes 
links (which take 0 space) to the files that have 
not changed, and replicates those that have 
changed
●Allows for backup.0, backup.1, backup.2, 
backup.3, where backup.X is a COMPLETE copy 
of the replicated source, but the disk space used 
is ONLY the difference
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Rsync – example script

●On remote backup host:
# rm -rf /backups/etc.2
# mv /backups/etc.1 /backups/etc.2
# mv /backups/etc.0 /backups/etc.1
# mv /backups/etc /backups/etc.0

●On machine to be backed up:
# rsync -avHS \

--link-dest=etc.0 \
/etc/ host:/backups/etc/

●This will backup only changed files from /etc/ to 
host:/etc/.  Unchanged files are linked from etc.0



  

Other Open-Source backup Utilities

I) Bacula – A Networked backup System
II) Rdiff-backup
III) Unison
IV) Rnapshot
V) Amanda – Another networked backup system



  

Exporting a directory for backup 
using NFS

Export the /opt/backup directory to a client 
machine you wish to backup. Eg 10.10.50.241:

Vi /etc/exports
/opt/backup 10.10.50.241(rw,sync)

Mount the partition on the machine you wish to do 
backup on

Mount 10.10.50.254:/opt/backup /mnt/backup
The backup files can now be placed inside 
/mnt/backup



  

Exporting Directory for backup using 
SSH

OpenSSH makes it possible to securely transfer 
files. To make this possible , we must facilitate the 
client authentication using public keys. There will 
be no need to provide a password every time you 
want to connect and transfer files.
Create a client's public key with commands as 
below

Ssh-keygen -t dsa

This will creates your key pair and stores it in 
~/.ssh/. Directory



  

Exporting Directory for backup using 
SSH - continue...

Take the contents of the file in ~/.ssh/id_dsa.pub 
on the client, and paste it in the file 
~/.ssh/authorized_keys on the server you wish to 
place backup on.
If the target file does not exist create it.

Ounce this is done, 
Files can be transferred from the client to the 
server using either Rsync over ssh, scp 



  

Resources For Other Backup 
Utilities 

Bacula - http://www.bacula.org
Amanda - http://www.amanda.org
Rdiff - http://www.nongnu.org/rdiff-backup/
Rsnapshot - http://www.nongnu.org/rdiff-backup/
Rsync - http://samba.anu.edu.au/rsync/
Flexbackup - http://www.flexbackup.org/
Dump - 
http://www.faqs.org/docs/securing/chap29sec309.ht
ml
BackupPC - http://backuppc.sourceforge.net/
Dirvish - http://www.dirvish.org/
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