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Overview of Email Systems

The Internet Mail Model is based on a number of 
logical components, each of which has a specific 
job to do and communicates with the others 
through the use of open protocols. A sample 
model can be best described with the help of a 
diagram below.



  



  

The diagram shows the path of the delivery of a 
single email. The mail is generated by a Mail User 
Agent ( MUA). It is then passed to a mail server 
which has to decide whether it can deliver the mail 
locally, which it then does. When this delivery is 
complete, the mail is then available to a MUA to 
read it. The final MUA has the responsibility of 
retrieving the mail as well as passing it to a Mail 
User Interface ( MUI ) to display  it to the user. 
How each mail server decides whether to deliver 
locally or not depends on other configuration 
guidelines implemented by the MTA in concern.

Eg of MUA are Pine, mutt,Eudora, outlook 
express, Thunderbird, netscape



  

How Email Works



  

Briefly, each server consults a local configuration 
file or files together with information from DNS 
servers ( principally the MX records). This is all 
then used to decide what is considered local. For 
non-local mail the server then uses this 
information to determine the address of the next 
mail server to send the mail to. 
Each mail server has the structure shown in Fig2.

The Mail Transport Agent (MTA) accepts 
connections from other mail servers and MUAs 
via Simple Mail Transport Protocol (SMTP). If the 
mail is not for local delivery it is then sent by the 
MTA to another server.



  

If the mail is for local delivery, it is passed to a 
mail Delivery Agent ( MDA). The MDA is 
responsible for storing the mail in the user's 
mailstore. The mailstore is simply a way of storing 
data; for instance, a file, a series of separate files 
or even an SQL database. The precise storage 
structure is defined by whatever the MDA 
supports.

When a user wants to view his mail he uses a 
MUA which either retrieves the mail directly or 
contacts a server side component which retrieves 
the mail from the mailstore and passes it to the 
MUA. Such server side components do not fit into 
the traditional MTA/MDA/MUA model and we shall 
call them Mail Access Agents ( MAA).



  

The MUA communicates with a MAA using an 
open protocol which is usually either the Post 
Office Protocol (POP) or the Internet Mail Access 
Protocol (IMAP). The POP protocol normally 
deletes mail from the mailstore when it is passed 
to the client and IMAP normally leaves it there. 
The IMAP protocol also allows the MUA to alter 
the mailstore, for example by deleting mail or 
moving it from one directory to another.



  

The MUA may store the mail locally on the 
machine it is running on. This normally happens if 
the POP is used. This local storage then allows 
future access to be independent of the server, 
which is particularly useful for machines that are 
not permanently connected to the network. 

IMAP, on the other hand, normally operates 
without local copies but it can also operate in what 
is called disconnected mode, which maintains a 
local copy, thereby allowing mail to be 
manipulated without a network connection. 

In this mode, the local and server mailstores are 
synchronized when a network connection is 
made. N.B Not all MUA support this feature.



  

Sometimes a program other than a MUA retrieves 
the mail and stores it locally for a MUA to access 
without having to connect to the server itself. Such 
programs pull mail onto their machine in contrast 
to a standard MTA which has mail pushed to it by 
other MTAs. This can be useful if users do not 
want to allow connections to their machines from 
the Internet, or are operating behind a firewall. An 
example of such a program is fetchmail.

As mail is passed from the originating MUA 
through the various servers to the final MUA, a 
series of headers is added which records details 
of the journey and also controls the processing of 
the mail by both the intervening servers and the 
final MUA. 



  

Some of these are Multi-purpose Internet Mail 
Extension (MIME) headers which are used for a 
range of control purposes, including support for 
non-ASCII character sets, support for embedded 
content such as images, and support for 
attachments. When a MUA attaches a file it 
records its types as a MIME header and it is then 
the responsibility of the MUA to be able to decode 
it.

Pictorial example of some of  this model are 
discussed in more detail below.



  

Example of an Email Headers 

1.) Header added by MTA

From: Philip Hazel <ph10@cus.cam.ac.uk>
To: Julius Caesar <julius@ancient-rome.net>
cc: Mark Anthony <MarkA@cleo.co.uk>

Received: from taurus.cus.cam.ac.uk
  ([192.168.34.54] ident=exim)
  by mauve.csi.cam.ac.uk with esmtp
  (Exim 4.00) id 101qxX-00011X-00;
  Fri, 10 May 2002 11:50:39 +0100

Received: from ph10 (helo=localhost)
  by taurus.cus.cam.ac.uk with local-smtp
  (Exim 4.10) id 101qin-0005PB-00;

  Fri, 10 May 2002 11:50:25 +0100



  

Message Format
●Envelope

● Routing information for the "postman"
●Message Header

● Sender
● Recipients (simple, lists, copies, blind copies)
● Other fields of control (date, subject)

●Message Body
● Free text
● Structured document (i.e.: MIME)



  

Example of Message Format
From: Philip Hazel <ph10@cus.cam.ac.uk>
To: Julius Caesar <julius@ancient-rome.net>
Cc: Mark Anthony <MarkA@cleo.co.uk>
Subject: How Internet mail works

Julius,
  I'm going to be running a course on ...
●Format was originally defined by RFC 822 in 1982
●Now superseded by RFC 2822
●Message consists of

● Header lines
● A blank line
● Body lines

mailto:julius@ancient-rome.net


  

A message in transit
●A message is transmitted with an envelope:
MAIL FROM:<ph10@cus.cam.ac.uk>
RCPT TO:<julius@ancient-rome.net>
●The envelope is separate from the RFC 2822 
message
●Envelope (RFC 2821) fields need not be the 
same as the    header (RFC 2822) fields
●MTAs are (mainly) concerned with envelopes
Just like the Post Office...
●Error (“bounce”) messages have null senders
MAIL FROM:<>



  

Example of SMTP Session
telnet relay.ancient-rome.net 25
220 relay.ancient-rome.net ESMTP Exim ...
EHLO taurus.cus.cam.ac.uk
250-relay.ancient-rome.net ...
250-SIZE 10485760
250-PIPELINING
250 HELP
MAIL FROM:<ph10@cus.cam.ac.uk>
250 OK
RCPT TO:<julius@ancient-rome.net>
250 Accepted
DATA
354 Enter message, ending with “.”
Received: from ...
     
(continued >>>>)

From: ...

To: ...
etc...
250 OK id=10sPdr-00034H-00
quit
221 relay.ancient-rome.net closing 
conn...

SMTP return codes

2xx  OK
3xx  send more data
4xx  temporary failure
5xx  permanent failure



  

Message Filtering for Spam and 
Virus

An email encountering a firewall may be tested by spam 
and virus filters before it is allowed to pass inside the 
firewall.

This filters usually test to see if the message qualifies as 
spam or malware.

If this message contains malware or virus it's quarantined 
and the sender notified.

A message that makes it through the filters gets delivered 
via the MDA  to the correct  mailbox.
This can then be then be retrieved by the MUA
N.B: Some messages identified as spam can be deleted 
without sender notification.



18

RFCs
● Documents that define email standards are called 
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Troubleshooting Email Issues
● transient failures

� If a transient error occurs, the MTA will hang onto 
the message, periodically retrying the delivery until 
it either succeeds or fails, or until the MTA decides 
that the transient issue is really a permanent 
condition.

● permanent failures
� If the MTA cannot deliver the message (it has 

received a fatal error message or failed to complete 
the transfer after repeated attempts), it bounces the 
message back to the sender. If the sender is a 
mailing list, the bounce may be handled by 
automated bounce-handling software.



  

Any Questions?
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